The paper presents a robust digital image watermarking scheme that uses both the characteristics of the human visual system (HVS) 
Introduction
Recently watermarking is used widely for ownership protection, authentication, and content integrity verification of intellectual property in digital form. Several watermarking techniques for digital images have been proposed in the literature where the characteristics of HVS (human visual system) further improves the imperceptibility and robustness performance of traditional spread spectrum watermarking schemes. Cox et.al proposed a global DCT (Discrete Cosine transform) based spread spectrum watermarking [2] and Podilchuck and Zeng proposed perceptual model-based watermarking scheme using DCT and Wavelet transform [3] . The embedded watermark signal in both cases consists of a sequence of real numbers that are normally distributed but does not convey unique signature. Hence, their detection methods depend on similarity measurement that needs the inevitable presence of watermark signal at the receiver. We use spread transform watermarking scheme in order to achieve better imperceptibility and resiliency, although our spread transform scheme is different to that of Chen and Wornell scheme [4] . In our scheme, transform coefficients of the watermark image modulate the corresponding significant transform coefficients of the cover image according to the Watson model of HVS [5] . We use meaningful gray scale image as watermark so that it not only conveys a unique information but also shows a good degree of resiliency after various forms of image distortion. Hadamard transformation used offers low computation cost and higher data hiding capacity at low quality factor compression [6] . Although our decoding method is based on objective measure like mutual information, but subjective quality of the extracted image is also visually acceptable.
Watermark embedding and decoding
We use in this work gray scale image for both the cover and the watermark image.
Watermark embedding
Step I: Spatial dispersion of watermark image The watermark image is spatially dispersed using a cryptic key (k) generated by linear feedback shift register. The process converts gray scale watermark image into noise-like image and thus increases imperceptibility by spreading watermark information over wide region of the cover image.
Step II: Image transformation The block (8×8) based Hadamard transformation is applied over both the cover and the spatially dispersed watermark image.
Step III: Image dependent permutation In order to increase imperceptibility, the transform coefficients of the cover and the watermark image are sorted in ascending order.
Step IV: Generation of modulation function We construct modulation function based on Watson visual 
where X 0,0,b is the dc coefficient of the block "b", X 0,0 is the average of all X 0,0,b 's, which corresponds to the mean luminance of the display, X u,v,b is the (u, v) th DCT coefficient of the block "b" and α and β u,v are set to 0.649 and 0.7 to control the degree of luminance sensitivity and contrast sensitivity respectively. We assume that these relations also hold good for Hadamard coefficients. In our present work, we link contrast masking with the entropy masking according to the following relations [6] .
where
In this model we use exponential function for entropy measure rather than Shannonian form. It has been shown in [7] that this form of non-Shannonian entropy function captures local and global pictorial information in a better way compared to that of Shannonian entropy function. We extend the use of this function in transform domain analysis. The γ value is chosen experimentally to make the E u,v,b work only when it is larger than 1.0. In deriving the modulation function, we use the popular JPEG quantization table for frequency sensitivity.
It is assumed that a quantization step Q follows Q/2 allowable distortion, and each entry of F u,v is set to the half value of the quantization table.
Step V: Watermarked image formation After the formation of modulation function, the data is embedded according to the following relation. We define a term as "mod" where The is because the modification (i) reduces the effect of visual distortion for the relatively high transform coefficients of the watermark data and the modification (ii) improves the retrieval of the relatively smaller transform coefficients of the watermark data from the distorted watermarked image. After watermark embedding with the new modulation function, block based inverse Hadamard transform is applied and watermarked image is formed.
Watermark decoding
The extraction of watermark information is given by the following relation: A quantitative estimation of robustness efficiency of the extracted image W (x, y) is I(X; Y ), the mutual information of X and Y where random variables X and Y represent respectively the original watermark and its decoded version obtained from the distorted watermarked image. I(X; Y ) represents the average amount of information received from the signal degradation and is represented by
where p(x i ) represents the probability of occurrence of the i-th pixel value in watermark image and p(y j /x i ) represents the channel matrix.
Results
We test resiliency of the scheme against various image degradation over large number of benchmark images [8] . Fishing boat ( figure 3(a) ) is a test image of size (256×256), 8 bits/ pixel gray image and watermark image ( figure 3(b) ) is 4 bits/pixel (64 × 64) gray image. Attack and embedding distortions are measured by Peak Signal to Noise Ratio (PSNR) while the security of the hidden data is measured using relative entropy distance (Kulback Leibler distance). The high PSNR values of the watermarked images (∼ 38dB) with respect to the cover images and low security values (∼ 0.005423) indicate better imperceptibility and security of the hidden data. Figures 1 and 2 show the robustness results graphically for various image degradation. We also test the resiliency of the scheme against multiple watermark embedding. Figure 4(l) shows extracted watermark image after collusion attack (figure 4(k)) with five watermark images (figure 4(o) and (p) show two such images) embedded separately in the same cover image and averaged. We also test the resiliency considering embedder as an attacker i.e. embedding multiple watermarks in the same cover image successively and it is always found that the first embedded watermark always possess high mutual information value. This solves the problem of finding out the rightful ownership.
Conclusion
The scheme describes a robust hiding of image like information in an image. The use of HVS characteristics and spread transform approach improves resiliency against various unintentional as well as deliberate attacks. In case of multiple watermark embedding, the scheme shows resiliency and also solves the problem of finding out the rightful ownership. The use of Hadamard transformation not only reduces the computation cost due to its simplicity of kernels but also improves data hiding capacity against lossy compression which is further improved by attack adaptive negative modulation scheme. Moreover, for on line implementation using hardware module, Hadamard transformation is a good candidate for designing such module because of its non trigonometric and identical kernels for both forward and inverse transformation [9] , [10] .
